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AgendaAgenda

§§ Microsoft Security FrameworkMicrosoft Security Framework
§§ Microsoft Software Update ServicesMicrosoft Software Update Services
§§ Microsoft Baseline Security AnalyzerMicrosoft Baseline Security Analyzer
§§ HFNetChkHFNetChk

§§ Office Update Inventory ToolOffice Update Inventory Tool
§§ Security ResourcesSecurity Resources



Our Industry has a ProblemOur Industry has a Problem

§§ Security breaches Security breaches 
commoncommon
§§ Malicious codeMalicious code
§§ Good code with bugsGood code with bugs
§§ Escalating challengesEscalating challenges
§§ ConnectivityConnectivity
§§ AdministrationAdministration
§§ Adoption of IT in doubtAdoption of IT in doubt
§§ Customers need to believe in technologies, Customers need to believe in technologies, 

companies and servicescompanies and services
§§ No common framework for discussionNo common framework for discussion

John McCormick, TechRepublic, Inc., September 24, 2001, based on data provided by Security Focus Bugtraq

Reported Vulnerabilities by OS in 2001Reported Vulnerabilities by OS in 2001

Number of incidentsNumber of incidents
35353030252515151010 20205500

Redhat Linux 7.0Redhat Linux 7.0

Sun Solaris 8.0Sun Solaris 8.0

Windows 2000Windows 2000

SCO Open Server 5.0.6SCO Open Server 5.0.6

MandrakeSoftMandrakeSoft Linux 7.2Linux 7.2

PlatformPlatform



Critical InfrastructureCritical Infrastructure

§§Computers are increasingly Computers are increasingly 
essential our everyday livesessential our everyday lives
§§Evolving markets drive Evolving markets drive 
new prioritiesnew priorities
§§ Complex, interconnected systemsComplex, interconnected systems
§§ Devices at all scalesDevices at all scales
§§ Enterprise reliability requirementsEnterprise reliability requirements
§§Information Technology is essential Information Technology is essential 
but vulnerablebut vulnerable
§§Customers won’t depend Customers won’t depend 
on what they don’t truston what they don’t trust



Tackling the ProblemTackling the Problem

§§Work on all frontsWork on all fronts
§§ Security, privacy, reliability, business integritySecurity, privacy, reliability, business integrity
§§ All platforms and experiencesAll platforms and experiences
§§ Across the organizationAcross the organization
§§ With all our customersWith all our customers
§§ Across the industryAcross the industry
§§Culture shiftCulture shift
§§ Trustworthiness as priority Trustworthiness as priority 
§§ Now and ForeverNow and Forever
§§ Change behavior as well as perceptionsChange behavior as well as perceptions



qq Clear security commitmentClear security commitment
qq Full member of the security communityFull member of the security community
qq Microsoft Security Response Microsoft Security Response CenterCenter

Microsoft Security FrameworkMicrosoft Security Framework

SDSD33 + Communications+ Communications

Secure by DesignSecure by Design

Secure by DefaultSecure by Default

Secure in Secure in 
DeploymentDeployment

CommunicationsCommunications

qq Secure architectureSecure architecture
qq Security aware featuresSecurity aware features
qq Reduce vulnerabilities in the codeReduce vulnerabilities in the code

qq Reduce attack surface areaReduce attack surface area
qq Unused features off by defaultUnused features off by default
qq Only require minimum privilegeOnly require minimum privilege

qq Protect, Detect, Defend, Recover, Protect, Detect, Defend, Recover, 
ManageManage

qq Process: How Process: How To’sTo’s, Architecture Guides, Architecture Guides
qq People: TrainingPeople: Training



Secure by DesignSecure by Design
§§ ProductProduct
§§ Security PushSecurity Push
§§ New tools, compiler New tools, compiler 

improvementsimprovements
§§ Security Business UnitSecurity Business Unit

§§ PeoplePeople
§§ Retrained dev, test, PMRetrained dev, test, PM
§§ Appointed Chief Security StrategistAppointed Chief Security Strategist
§§ Leads driving best practices across companyLeads driving best practices across company

§§ ProcessProcess
§§ R&D budget for security tripledR&D budget for security tripled
§§ Threat modelThreat model--driven reviewsdriven reviews
§§ Bug feedback loop & code signBug feedback loop & code sign--off off reqsreqs



Secure By DefaultSecure By Default

§§Office XPOffice XP
§§ .exe receipt, script .exe receipt, script 

access disabledaccess disabled
§§Windows XPWindows XP
§§ Internet Connection Internet Connection 

FirewallFirewall
§§Major products to ship Major products to ship 
secure by defaultsecure by default
§§ .NET server, IIS6, .NET server, IIS6, 

SQLnextSQLnext, Office 11, Office 11
§§ BackportingBackporting to to 

Windows 2000, IIS5.x Windows 2000, IIS5.x 
and earlierand earlier



Secure in DeploymentSecure in Deployment
§§ STPP STPP -- Get SecureGet Secure
§§ Microsoft Security ToolkitMicrosoft Security Toolkit
§§ Microsoft Baseline Security Microsoft Baseline Security 

AnalyzerAnalyzer
§§ Security Assessment ProgramSecurity Assessment Program
§§ Deployment, update, Deployment, update, 

lockdown toolslockdown tools
§§ STPP STPP -- Stay SecureStay Secure
§§ Windows 2000 Security RollupWindows 2000 Security Rollup
§§ Windows 2000 SP3 Windows 2000 SP3 
§§ Microsoft Software Update ServiceMicrosoft Software Update Service
§§ SMS ValuepackSMS Valuepack
§§Microsoft Security Response CenterMicrosoft Security Response Center
§§ Systems Integrator Source Licensing Program Systems Integrator Source Licensing Program 
§§Windows UpdateWindows Update



Privacy: Products & ProcessPrivacy: Products & Process

§§ Product designProduct design
§§ P3P support in IE 6P3P support in IE 6
§§ Kerberos for PassportKerberos for Passport
§§ Office XP PrivacyOffice XP Privacy
§§ Anonymous XP activationAnonymous XP activation
§§ MSN 8 tools to manage what kids MSN 8 tools to manage what kids 

access access 
§§ Business practicesBusiness practices
§§ MSN shows users data held on themMSN shows users data held on them
§§ FIP, GLB,  Safe HarborFIP, GLB,  Safe Harbor
§§ Third party auditsThird party audits
§§ Privacy Directive and HandbookPrivacy Directive and Handbook
§§ Privacy Health IndexPrivacy Health Index



ReliabilityReliability
§§ Five NinesFive Nines
§§Windows XPWindows XP
§§ Driver managementDriver management
§§ Shared DLL supportShared DLL support
§§ Improved installation, update, Improved installation, update, 

backup, repair, recoverybackup, repair, recovery
§§ Product Quality InitiativeProduct Quality Initiative
§§ Documentation, feedback, Documentation, feedback, 

measurement, integrationmeasurement, integration
§§ Error reportingError reporting
§§ Office fixed 40% of crashes Office fixed 40% of crashes 

for SP1for SP1
§§ VS fixed 57% crashes in betaVS fixed 57% crashes in beta
§§ Vendor web site Vendor web site 

 

 



Microsoft Security Response Microsoft Security Response 
CenterCenter

§§ Works within framework of Microsoft Security Works within framework of Microsoft Security 
CommitmentCommitment
§§ Responds to every report within 24 hours, 7 days a Responds to every report within 24 hours, 7 days a 

weekweek
§§ Works with product groups when issue requiresWorks with product groups when issue requires
§§ Provides bulletin and web posting of patches or Provides bulletin and web posting of patches or 

workaroundsworkarounds
§§ Ensures wide distribution of informationEnsures wide distribution of information

§§ Free email listFree email list
§§ Proactive media notification of serious issuesProactive media notification of serious issues
§§ Key priority is getting patches to more customersKey priority is getting patches to more customers



Delivery VehiclesDelivery Vehicles

Single Single 
critical fixcritical fix

Service Service 
Pack APack A

Service Service 
Pack BPack B

T   I  M  ET   I  M  E

Multi PatchMulti Patch

Security Rollup Security Rollup 
PackagePackage

Service PackService Pack
(may include (may include 
many SRPs)many SRPs)



Microsoft Security ToolsMicrosoft Security Tools
for Corporate System for Corporate System 
AdministratorsAdministrators

Microsoft AGMicrosoft AG
Enterprise & Partner GroupEnterprise & Partner Group
Andre Andre HagmannHagmann
Senior System EngineerSenior System Engineer
ahagmann@microsoft.comahagmann@microsoft.com



Security in a Complex WorldSecurity in a Complex World

§§ Security requires a framework composed Security requires a framework composed 
of:of:
§§ Process (procedures, guidelines)Process (procedures, guidelines)
§§ Technology (hardware, software, networks)Technology (hardware, software, networks)
§§ People (culture, knowledge)People (culture, knowledge)

§§ Security will fail if only focusing on part of Security will fail if only focusing on part of 
the problemthe problem
§§ Technology is neither the whole problem Technology is neither the whole problem 

nor the whole solutionnor the whole solution



Microsoft SoftwareMicrosoft Software
Update Services 1.0Update Services 1.0



Patch Management for IT Patch Management for IT 
controlled desktopcontrolled desktop
§§ IT departments today do IT departments today do not allownot allow users to users to 

go to the public Windows Update sitego to the public Windows Update site
§§ IT departments do not want users to install IT departments do not want users to install 

Security updates and other Windows Security updates and other Windows 
Update packages without them being Update packages without them being 
tested in their Standard Operating tested in their Standard Operating 
EnvironmentEnvironment
§§ Solution:Solution:

§§Microsoft Software Update ServicesMicrosoft Software Update Services



Microsoft Software Update Microsoft Software Update 
Services Services –– SA EditionSA Edition
§§ As part of our ongoing efforts to add value As part of our ongoing efforts to add value 

to Software Assurance (SA) customers, to Software Assurance (SA) customers, 
we have decided to create a special level we have decided to create a special level 
of MSUS that gives SA customers of MSUS that gives SA customers 
additional benefits.additional benefits. Microsoft Software Microsoft Software 
Update Services, SA Edition will be Update Services, SA Edition will be 
available in July 2002. It will build on the available in July 2002. It will build on the 
free version of Microsoft Software Update free version of Microsoft Software Update 
Services and provide these customers Services and provide these customers 
access to additional content.access to additional content.
§§ Service PacksService Packs
§§ Recommended Recommended QFE’sQFE’s



Architecture:Architecture:

WindowsUpdateWindowsUpdate

InternetInternet

IntranetIntranet

CorpWuCorpWu

Windows: Critical Security Updates, Windows: Critical Security Updates, 
Security Rollups, Service PacksSecurity Rollups, Service Packs

Configured via web based admin Configured via web based admin 
tool. Admin Approves Updatestool. Admin Approves Updates

Sync UpdatesSync Updates

Download and Download and 
installinstall Approved Approved 
UpdatesUpdates

Corporate Servers, Desktops Corporate Servers, Desktops 
and Laptops with the and Laptops with the 
Automatic Updates ClientAutomatic Updates Client

Central  Central  
Client Client 
ConfigConfig



CorpWU ComponentsCorpWU Components

§§ Auto Update Client Auto Update Client 
§§ Based on Windows XP Auto UpdateBased on Windows XP Auto Update
§§ Check corporate or public WU for updatesCheck corporate or public WU for updates
§§ Can be configured centrally by Administrator or locally Can be configured centrally by Administrator or locally 

configured by the local administratorconfigured by the local administrator
§§ Can autoCan auto--download and install updates under admin download and install updates under admin 

controlcontrol
§§ CorpWuCorpWu ServerServer
§§ Hosted on the corporate intranetHosted on the corporate intranet
§§ Synchronization service with public WUSynchronization service with public WU
§§ Administrator control over updates that can be Administrator control over updates that can be 

deployeddeployed



CorpWU Server DetailsCorpWU Server Details

§§ Support for: Support for: 
§§ Intranet hosted WU server to support Intranet hosted WU server to support AutoUpdateAutoUpdate

v2.2 and higher clientsv2.2 and higher clients
§§ Administrator control over which patches get Administrator control over which patches get 

distributed within the corporationdistributed within the corporation
§§ Support for only Windows critical updates and service Support for only Windows critical updates and service 

packs hosted on Windows Updatepacks hosted on Windows Update

§§ Not Supported in V1:Not Supported in V1:
§§ Support critical nonSupport critical non--Windows updates (e.g. SQL, Windows updates (e.g. SQL, 

Exchange, Office)Exchange, Office)
§§ 3rd party update publishing3rd party update publishing
§§ Full app distributionFull app distribution
§§ Driver deploymentsDriver deployments
§§ Targeting, i.e. integration w/Active DirectoryTargeting, i.e. integration w/Active Directory



CorpWU Server FeaturesCorpWU Server Features

§§ WebWeb--based administrationbased administration
§§ http to the server using IE 5.5 or greaterhttp to the server using IE 5.5 or greater

§§ SynchronizationSynchronization
§§ Manual & Scheduled metadata and update file synchronization Manual & Scheduled metadata and update file synchronization 

optionsoptions
§§ Software updates locationSoftware updates location
§§ Local on the intranet or leverage the public Windows Update Local on the intranet or leverage the public Windows Update 

infrastructureinfrastructure
§§ Scale outScale out
§§ Synchronize content and list of approved items from a local Synchronize content and list of approved items from a local 

CorpWU server or distribution pointCorpWU server or distribution point
§§ Admin controlAdmin control
§§ Updates are not made available to clients until the admin Updates are not made available to clients until the admin 

approves themapproves them
§§ ServerServer--side loggingside logging
§§ Operations log Operations log –– synchronization and content approval synchronization and content approval 

processesprocesses
§§ Client StatusClient Status
§§ Download and install status is pinged to a statistics (web) servDownload and install status is pinged to a statistics (web) serverer



CorpWuCorpWu Server ScaleServer Scale--outout

Windows UpdateWindows Update

InternetInternet IntranetIntranet

Content can be Content can be 
synchronized synchronized 

from Windowsfrom Windows
Update or a Update or a 
local serverlocal server

CorpWuCorpWu / Distribution / Distribution 
ServerServer

CorpWuCorpWu

Sync Sync 

ContentContent & & 
List of List of 
Approved Approved 
UpdatesUpdates

CorpWuCorpWu

SyncSync

ContentContent

AutoUpdateAutoUpdate clientsclients

Win2k & Win2k & WinXPWinXP

Site in City BSite in City B

HTTPHTTP

AutoUpdateAutoUpdate clientsclients

Win2k & Win2k & WinXPWinXP

Site in City ASite in City A

Client can be directed Client can be directed 
to auto download and to auto download and 
install updatesinstall updates

ProxyProxy

ProxyProxy

Client can be directed to Client can be directed to 
pull approved updates pull approved updates 
from Microsoft.comfrom Microsoft.com

Fir
ew

all

Fir
ew

all



CorpWuCorpWu SecuritySecurity

§§ AutoUpdateAutoUpdate client will only install packages client will only install packages 
that have been signed by Microsoftthat have been signed by Microsoft

§§ All of the data files used by the CorpWU All of the data files used by the CorpWU 
server are also checked to see that they server are also checked to see that they 
have been signed by Microsofthave been signed by Microsoft



§§ ServerServer
§§ CorpWUCorpWU RTMRTM in early Q2 / 2002in early Q2 / 2002
§§ Localized in English and Japanese onlyLocalized in English and Japanese only
§§ Can distribute updates for all Windows XP and Can distribute updates for all Windows XP and 

Windows 2000 localized languagesWindows 2000 localized languages

§§ Supported on Windows 2000 SP2 andSupported on Windows 2000 SP2 and
Windows.NET Server Beta 3Windows.NET Server Beta 3
§ Microsoft Software Update Services

Overview WhitepaperOverview Whitepaper
§§ http://www.microsoft.com/http://www.microsoft.com/technet/treeview/defatechnet/treeview/defa

ult.asp?urlult.asp?url=/=/technet/ittasks/support/CorpWU.asptechnet/ittasks/support/CorpWU.asp

CorpWU Server RoadmapCorpWU Server Roadmap



SMS Value PackSMS Value Pack

In Beta Now!In Beta Now!



SMS Value PackSMS Value Pack

§§ Uses existing SMS software distribution to Uses existing SMS software distribution to 
deploy deploy HFNetChkHFNetChk to all systemsto all systems

§§ SMS runs a recurring task automatically, SMS runs a recurring task automatically, 
collecting information about which computers collecting information about which computers 
need what patchesneed what patches

§§ Data reported to a single enterpriseData reported to a single enterprise--wide wide 
repository using existing SMS inventory featuresrepository using existing SMS inventory features

§§ SMS generates rich IT reports of upSMS generates rich IT reports of up--toto--date date 
resultsresults

§§ Clients are automatically sent patches using Clients are automatically sent patches using 
SMS distribution features (with status reports)SMS distribution features (with status reports)



SMS SMS 
ArchitectureArchitecture

Download Center / Download Center / 
Office Update, etc.Office Update, etc.

InternetInternet

IntranetIntranet

SMS 2.x SMS 2.x 
Site InfraSite Infra--
structurestructure

MMC / Patch Wizard, MMC / Patch Wizard, 
Status Messages / Status Messages / 
InventoryInventory

Scheduled Scheduled 
Scan Tool, &  Scan Tool, &  
Database Database 
UpdatesUpdates

Scan Tool + Install Applicable PatchesScan Tool + Install Applicable Patches

Scan Tool + Inventory CollectionScan Tool + Inventory Collection

Patches, Patches, QFEsQFEs, , SRPsSRPs, etc., etc.

Web ReportsWeb Reports

Managed Corporate Managed Corporate 
Servers, Servers, 
Workstations and Workstations and 
LaptopsLaptops

MSSecure.XMLMSSecure.XML, etc., etc.



SMS Value PackSMS Value Pack
Patch Management BenefitsPatch Management Benefits

§§ Support for download level platformsSupport for download level platforms
§§ Windows NT 4.0, Windows 2000, Windows Windows NT 4.0, Windows 2000, Windows 

XPXP
§§ Support for Windows Updates (critical, Support for Windows Updates (critical, 

non non ––critical, and service packs)critical, and service packs)
§§ Support of Office UpdatesSupport of Office Updates
§§ Any patch that can be reported by Any patch that can be reported by 

HFNetChkHFNetChk can be distributedcan be distributed
§§ Consistent SW Distribution across the Consistent SW Distribution across the 

enterpriseenterprise
§§ Detailed logging and status reportingDetailed logging and status reporting



SUS / SMS Value PackSUS / SMS Value Pack
PositioningPositioning

§§ Microsoft’s “A” recommendation for which tool to use: Microsoft’s “A” recommendation for which tool to use: 

§§ **Small Business that work with a VAP should also **Small Business that work with a VAP should also 
consider SUSconsider SUS

§§ Official external positioning is available at:Official external positioning is available at:
http://www.microsoft.com/windows2000/windowsupdate/sus/suschoosihttp://www.microsoft.com/windows2000/windowsupdate/sus/suschoosing.aspng.asp

§§ Please attend WINCT303 for a discussion on SW Please attend WINCT303 for a discussion on SW 
Distribution Positioning, Deployment Issues and Distribution Positioning, Deployment Issues and 
FuturesFutures

SMSSMSLarge EnterpriseLarge Enterprise

Software Update ServicesSoftware Update ServicesMedium EnterpriseMedium Enterprise
Windows Update**Windows Update**Small BusinessSmall Business
Windows UpdateWindows UpdateHome UserHome User

Recommended Technology to Recommended Technology to 
deploy critical updatesdeploy critical updates



Microsoft BaselineMicrosoft Baseline
Security Analyzer 1.0Security Analyzer 1.0



HFNetChkHFNetChk

§§ HFNetChk is a Command Line executable for Microsoft® HFNetChk is a Command Line executable for Microsoft® 
Windows NT®, Windows® 2000, and Windows XPWindows NT®, Windows® 2000, and Windows XP

§§ Scans local and remote computersScans local and remote computers
§§ Checks status of security patches for:Checks status of security patches for:
§§ Windows NT 4.0, Windows 2000, and Windows XPWindows NT 4.0, Windows 2000, and Windows XP
§§ Internet Explorer 5.01 and later versionsInternet Explorer 5.01 and later versions
§§ IIS 4.0 and 5.0IIS 4.0 and 5.0
§§ SQL 7.0 and later versionsSQL 7.0 and later versions

§§ HFNetChk Webcast for additional InformationHFNetChk Webcast for additional Information
§§ http://support.microsoft.com/default.aspx?scid=%2Fservicedeskshttp://support.microsoft.com/default.aspx?scid=%2Fservicedesks

%2Fwebcasts%2Fwc040902%2Fwcblurb040902%2Easp%2Fwebcasts%2Fwc040902%2Fwcblurb040902%2Easp
§§ HFNetChk Tool Available for DownloadHFNetChk Tool Available for Download
§§ http://support.microsoft.com/default.aspx?scid=kb;enhttp://support.microsoft.com/default.aspx?scid=kb;en--

us;Q303215us;Q303215
§§ Knowledge Base ArticlesKnowledge Base Articles
§§ Q305385, Q303215, Q315665 Q305385, Q303215, Q315665 



Microsoft Baseline Security Microsoft Baseline Security 
Analyzer Version 1.0Analyzer Version 1.0
§§ Graphical and command line versionsGraphical and command line versions
§§ Presents security report cardPresents security report card
§§ Overall machine grade Overall machine grade 
§§ Pass/fail score per security checkPass/fail score per security check
§§ Instructions on fixing vulnerabilities foundInstructions on fixing vulnerabilities found

§§ Tool is “readTool is “read--only” only” –– no remote no remote 
configuration of machines being performedconfiguration of machines being performed
§§ User must have local Administrative User must have local Administrative 

access on each scanned machineaccess on each scanned machine



Microsoft Baseline Security Microsoft Baseline Security 
Analyzer Version 1.0Analyzer Version 1.0
§§ Single executable that runs on Windows 2000 Single executable that runs on Windows 2000 

and Windows XPand Windows XP
§§ Performs local and remote scans against Performs local and remote scans against 

Windows NT 4, Windows 2000, and Windows Windows NT 4, Windows 2000, and Windows 
XP systemsXP systems

§§ Checks for common security Checks for common security mismis--configurations configurations 
and missing and missing hotfixeshotfixes or service packsor service packs
§§ Windows Windows 
§§ IIS 4 & IIS 5IIS 4 & IIS 5
§§ SQL 7 & SQL 2000SQL 7 & SQL 2000
§§ Desktop applicationsDesktop applications
§§ Internet ExplorerInternet Explorer
§§ OfficeOffice
§§ OutlookOutlook



Microsoft Baseline Security Microsoft Baseline Security 
Analyzer Usage ScenariosAnalyzer Usage Scenarios
§§ Administrators can install MBSA on a Administrators can install MBSA on a 

single machine and remotely scan their single machine and remotely scan their 
entire network for potential OS and entire network for potential OS and 
application vulnerabilitiesapplication vulnerabilities
§§ Individual machine reports created on the Individual machine reports created on the 

machine hosting MBSAmachine hosting MBSA
§§ Home users can scan their local machines Home users can scan their local machines 

for missing for missing hotfixeshotfixes and Windows specific and Windows specific 
security settingssecurity settings
§§ Network administrators can use the Network administrators can use the 

command line version to do scheduled command line version to do scheduled 
scans of their networks on a regular basisscans of their networks on a regular basis



Microsoft Baseline Security Microsoft Baseline Security 
Analyzer RoadmapAnalyzer Roadmap
§§ Version 1 Public Release now AvailableVersion 1 Public Release now Available
§§ Free web download at Free web download at 

http://http://www.Microsoft.comwww.Microsoft.com/security/security
§§ Support available through Microsoft PSSSupport available through Microsoft PSS

§§ Version 2 plans under developmentVersion 2 plans under development
§§ Support for Windows .NET ServerSupport for Windows .NET Server
§§ Additional Microsoft application checksAdditional Microsoft application checks
§§ Localization to additional languagesLocalization to additional languages



Security Tool RelationshipsSecurity Tool Relationships

§§ MBSA replaces the Microsoft Personal MBSA replaces the Microsoft Personal 
Security Advisor (MPSA)Security Advisor (MPSA)
§§ MBSA scans both servers and workstations MBSA scans both servers and workstations 

locally and remotelylocally and remotely
§§ MBSA is a superset of the MPSA tool checksMBSA is a superset of the MPSA tool checks

§§ MBSA includes a version of MBSA includes a version of HFNetChkHFNetChk for for 
detection of missing detection of missing hotfixeshotfixes



SummarySummary

§§ The MBSA provides…The MBSA provides…
§§ An easy way to scan individual or multiple An easy way to scan individual or multiple 

computers for vulnerabilities and missing computers for vulnerabilities and missing 
patches or patches or hotfixeshotfixes
§§ An easy to use graphical interface for An easy to use graphical interface for 

individual home or corporate useindividual home or corporate use
§§ A command line interface that administrators A command line interface that administrators 

may call from a batch file or use in a regularly may call from a batch file or use in a regularly 
scheduled jobscheduled job



Office Update Inventory ToolOffice Update Inventory Tool

§§ Survey the status of Office updates Survey the status of Office updates 
§§ Office 2000 and Office XPOffice 2000 and Office XP

§§ Command Line UtilityCommand Line Utility
§§ Office Update Inventory Tool Office Update Inventory Tool ReadmeReadme (Q312982)(Q312982)
§§ Create Patch Status as XML FileCreate Patch Status as XML File
§§ Future Version of Future Version of MBSA Support OfficeMBSA Support Office



Security ResourcesSecurity Resources

§§ Microsoft Security ToolsMicrosoft Security Tools
§§ Microsoft Baseline Security Analyzer, EFS Microsoft Baseline Security Analyzer, EFS 

Security Tool,Security Tool,URLScan,HFNetChk,URLScan,HFNetChk,
IIS Lockdown....IIS Lockdown....
§§ Security ChecklistsSecurity Checklists
§§ HotFixHotFix & Security Bulletin Service& Security Bulletin Service
§§ Product Security NotificationProduct Security Notification
§§ http://www.microsoft.com/http://www.microsoft.com/technettechnet/security/security

§§ We Need Your FeedbackWe Need Your Feedback
§§ secfdbck@microsoft.comsecfdbck@microsoft.com



Microsoft’s CommitmentMicrosoft’s Commitment

““To do everything possible to make certain that To do everything possible to make certain that 
every customer can work, communicate, and every customer can work, communicate, and 

transact securely over the Internet.”transact securely over the Internet.”

Brian ValentineBrian Valentine
Senior ViceSenior Vice--PresidentPresident
Microsoft CorporationMicrosoft Corporation




